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PABOYASA ITPOIPAMMA ITUCHHUTIITIMHBI

COCTaBJIEHA B COOTBETCTBUU ¢ DenepaibHBIM IOCY1aPCTBEHHBIM
o0pazoBareIbHbIM CTAHJAPTOM BBICIIETO OOPa30BaHUS C yUYE€TOM
npo(eCCUOHATBHBIX CTAHAPTOB MO YKPYIHEHHOM rpyIine

110000 «2JIEKTPOHUKA, PAJIMOTEXHIUKA U CUCTEMBI CBA31N»

Hanpasnienre noAroToBKY /CeNUaIbHOCTD (Mo uiib/crienuanu3anusi)

Hanpasnenue 11.04.02 NHpokoMMYyHHUKAIIMOHHBIE TEXHOJIOTHH M CUCTEMBI

CBA3HU

[Tporpammy KaHJ. TEXH. HayK, OIEHT, 3aB.Kadeapoii, YepHHKOB

COCTaBUIIU Jmutpuii OpreBuu




1 Hean 1 3a0a4v M3VYECHUSA TUCIUILIAHBI
1.1 Iexp mpenoagaBaHus TUCIIUILINHBI

Gjkextybt 0a30BbIX 3HaHHMI O TEXHOJIOTHSX OOJIAYHBIX BBIUYMCICHUH,
BUPTyaIM3allil ¥  NPAaKTUYECKOTO  OIbITa HMCIOJIb30BaHUS  OOJIAauHBIX
miargopM, TOCTPOCHHBIX HA OCHOBE OOOpydoBaHms Kommanwmu Huawei.
Kypc mo3Bonser chopmupoBarh NpeacTaBieHHEe O KOHIEMIMA OO0JIA9HOTO
XpaHWININA, Pa3BUTHA ¥ OCHOBHBIX TEXHOJOTHUAX, O CTPYKType U
KOMITOHEHTaX  IPOrPaMMHO-ONPEACIIIEMBbIX  XPaHWIMIN,  0a30BBIX U
JIOTIOJTHATEIBHBIX (YHKIUAX OOJaYHBIX CHCTEM XPAaHCHHUS W CICHAPHSIX HUX
NPUMEHEHHUS, a TaKXe TMPAKTUYECKUE HAaBBIKM TUTAHUPOBAHUS EMKOCTH U
MIPOU3BOJUTEILHOCTH  OOJAYHBIX  CHUCTEM  XpPaHCHHS, HACTPOWKH U
VOpaBJICHUs  OOJIAYHBIMH ~ CHUCTEMaMU  XpaHCHHS,  HAaBBIKM  IIOWCKA,
JMArHOCTHKHU U YCTPAHCHHS HEUCIIPABHOCTEH 00JauHBIX CHUCTEM XPaHEHUH.

1.2 3amayu n3ydyeHusa JUCIUTLTHHBI

3HaHWA W HaBBIKM TMOJYYEHHBIE B paMKaX JaHHOTO Kypca IOMOTYT
YCIICITHO CAarTh CepTUUKAMUOHHBIN dk3ameH HI13-511 o momydeHus
ceprudukanuu HCNA-Cloud.

1.3 ITlepeueHp MIaHUPYEMBIX PE3YJNHTATOB OOYUYEHHUS MO IUCLUILIIMHE
(MOIyNI0), COOTHECEHHBIX C IUIAHUPYEMbIMH pe3yJbTaraMd OCBOEHUS
o0OpazoBareIbHOM MPOTrpaMMBbl

IIK-1:Cnoco0eH ynpaBJjsiTb TEXHOJOTHYECKUMM U3MEHEHUSIMHU, HAXO0KIeHHeM ImyTeil
COBEPLIEHCTBOBAHNS HH(POKOMMYHUKALIMOHHOM CTPYKTYPbI OPraHU3aluii B LeJsax
NOBbILIeHUs ee 3PPEeKTUBHOCTH

N/I-1:3HaeT HOPMATHBHYIO M IPABOBYI0 IOKYMEHTAIIUIO B 00J1aCTH CBA3M,
NnepCcrneKTUBHbIE TEXHOJOTHU U CTAHAAPTHI CBSAI3U, B TOM YHCJIe KOHBEPreHTHBIE.

HN/I-2:YMeeT HCIOJIB30BATH HOPMATHBHYIO JOKYMEHTAIMH B 00/1aCTH
HH(POKOMMYHUKAIMOHHBIX TEXHOJIOTHI U CHCTEM CBS3H (TEXHHYECKHE PerjiaMeHThl,
CTAHAAPTHI CBA3H, NPOTOKOJIbI, MEKIYHAPOIHbIC U HAMOHAJIbHBIC CTAHAAPTHI).

HN/-3:Birageer HaBbIKAMM IJIAHUPOBAHMS PA3BUTHS CETH C Y4€TOM BHeIPEHHUS
HOBBIX TEXHOJIOTHI CBA3H

ITK-3:Cnoco0eH K BbINOJHEHUIO Pa0oThI 110 o0ecnieyeHNI0 (PyHKIMOHNPOBAHUS
TeJIEKOMMYHHMKAIIHOHHOT0 000pPY/10BAHUS KOPNOPATHBHBIX
HH(POKOMMYHUKAIMOHHBIX CeTeH ¢ y4eToM TpeOoBaHMii HH(POPMALIMOHHOM
0e30macHOCTH

N/I-1:3HaeT cpeacTBa MOHUTOPUHIA M AHAJIN3A, IPUHUMIIBI HCII0JIb30BAHUS
AHAJIU3aTOPOB MPOTOKOJIOB U CeTeil.

HN/-2:YMeeT HCHIOJIB30BATh TEXHUYECKYIO JOKYMEHTALMIO, 4 TAK/Ke BbISIBJIATH
OTKJIOHeHHsI B padoTe 000py10BaHUA.

HN-3:Baageer HaBbIKaMu GUKCHPOBAHMS OTKJIOHEHHMH OT IITATHOI padoThI
TeJIEKOMMYHHMKAIIMOHHOI0 000pPY/10BAHHUA




1.4 Mecto aucuuIuiuHbBl (MOIYJsl) B CTPYKType 0Opa3oBareabHOU
MIPOTPaAMMBI

JMucinmmmaa  «OO0magyHble  TEXHOJOTMM Ha OCHOBE O0O0OpYIOBaHMS
komnanuu Huawei» B COOTBETCTBHMM C YYE€OHBIM IUIAHOM TOATOTOBKH
maructpoB  1no  HampasiaeHuto  11.04.02.  «MH()OKOMMYHUKALMOHHBIE
TEXHOJIOTUM W CUCTEMBI CBSI3U» OTHOCHUTCS K 00s3aTelIbHBIM AUCIUIUIMHAM
BAPUATUBHOM YaCTH.

[IpenmecTByonmmye TUCUUTLUINHBI:

Hayuno-uccnenoBarenbckas pabora (MOTydeHHe MEePBUYHBIX HABBIKOB
HAy4YHO-HUCCIIE0BAaTEIbCKON PadOTHI)

[IpodheccrnonanbHBIN aHTIIMACKAMA SI3BIK

TexHonornu KOMMYTaIuu 51 MapLIpyTH3aALAU HCNA
Routing&Switching

BBenenune B texnosorun Huawel

CoBpeMeHHble TIpOOJIeMbl HAayKd M TPOU3BOACTBA B  00JacTu
MH()OKOMMYHHUKAILIUIA

®duocodckue npodaeMbl HAyKU U TEXHUKH

[Tocnenyromye AUCHUILIUHBI:
HayuHo-uccnenoBarenbCkul ceMuHap

[IpenmuniomHas npakTUKa

Hayuno - uccnenoBarenbckas padbora

TexHonoruss M TEXHUKA TMPEAOCTABICHUS MYJIbTUCEPBUCHBIX YCIYT
CBSI31 Ha OCHOBE 00opynoBanus Huawei

TpancnopTHble ceTu Ha OCHOBE oOopyaoBaHusi Huawei

VYpapisionye CUCTEMbI 3JIEKTPOCBSI3U

1.5 OcoO0EHHOCTH peaTn3aliy JUCIIUILINHEI
S3BIK peanu3aluu JUCHUIIIUHBGI .

HucuuninHa (Mmonyns) peanusyercs 0e3 npumenenust 30 u JIOT.



2. O0beM JUCHUILINHBI (MOIYJIS1)

Cemectp
Bcero,
. 3aUETHBIX
Bun yue6HO# paboThI
€IMHHIL 3
(akam.gac)

Oo0masi Tpy10eMKOCTh

JACHMILTHHBI 2(72) 2(72)

KonTakrHas padora ¢

0,89 (32) | 0,89 (32)
npenoaaBaTejiemM:

3aHATHSA JIEKLIMOHHOTIO THIA 0,44 (16) | 0,44 (16)

3aHATHA CEMUHAPCKOTO THUIIA

B TOM YHUCJIC: CCMUHAPbI

MIPAKTHYECKUE 3aHATHS 0,44 (16) | 0,44 (16)

IIPAKTUKYMBI

J1abopaTropHbIe paboTHI

JpyTHe BUIbI KOHTAKTHON
paboTEI

B TOM YHCJIC: TPYIIITIOBBIE
KOHCYJIbTalluN

UHAWBUAYAIbHBIC
KOHCVYJIbTAllMH

HWHad BHEAyAUTOPHAaA
KOHTaKTHas pa60Ta:

TPYHIIOBBIC 3aHATUS

WHAWNBUAYAIBHBIC 3aHATU

CamocrosiTesbHass padora

D — 1,11 (40) (1,11 (40)

H3y4YCHUE TEOPETHYECKOTO
kypca (TO)

pacyeTHoO-TpadUuecKue
3amanws, 3anaun (PI3)

pedepar, acce (P)

KypCOBOE IIPOEKTUPOBAHHE

(KTT) Her Her

KypcoBas pabota (KP) Ha Ja

IIpoMekyTOYHASI ATTECTAUSA
(3auéT)




3 Conep:xanue IMCHUTIIAHBI (MOIYJIs)

3.1 Paznensl TUCHUIUIMHBI U BUJbI 3aHATUN (TEMaTHYECKUM TU1aH

3aHSTHH )
3aHsaTug
CEMUHAPCKOTO TUTIA
Cemunap | Jlaboparo
3aHATUSA | BI /MR pHBIC Camocros
Monaynu, Tembl
nexiuonH | [Ipaktuue | paboOTHI TenpHas | DopmupyeMblie
Ne n/mt (pa3znensl)
Oro THIIa CKHE A/ pabora, KOMIIETEHITUN
JTUCIUILINHEI
(akam.uac) | 3amarusa | IIpaktuky | (akam.gac)
(akan.gac) MBI
(akam.gac)
1 a] 2 A I~ L v
OCHOBBI
1 O0na4HbIX 2 1 0 6
BBEIUYHCJICHUN
T
) €XHOJIOTHH ) ) 0 4
BUPTYyTU3aI[IH
O630p  pemieHus
IS O0nayHbBIX
3 BBIUHUCIIEHUHA  OT 2 2 0 6
KOMIIaHUH
Huawei.
0630p
4 anmnaparHbIX 2 2 0 4
KOMIIOHEHTOB.
BUPTYaTU3AINH
oT KOMIIaHUH
5 Huawei Fusion 2 2 0 4
Sphere u  ee
KOMITOHEHTHI
TpykTypa Fusion
6 |SmpyKTypa Fusio 2 2 0 4
Manager
Crpykrypa Fusion
7 PYKTYP 2 2 0 6
Access.
Vupasienue
8 P 2 3 0 6
cepBHCaMU
Bcero 16 16 0 40
3.2 3aHsaTHs JIEKIUOHHOIO THUIIA
Ne | Nepaznena | HammenoBaHue 3aHATHI O6beM B akaj.uacax
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JAUCHUITIINH
bI

Bcero

B TOM YMHCJIIE, B
MHHOBAITMOHHOH

dbopme

B TOM 4HUCJIC, B
AIEKTPOHHOU

dbopme

Pazsutne O0MayHBIX
BeIuncaeHuii. Konmenmnun
1 0COOEHHOCTH
OO0J1aYHBIX BEIYHUCIEHUMN.
Mojenu u npuMeHeHue
OO0J1aYHBIX BEIYHACIEHUMN.
3Hauenue OOJIaYHBIX
BBIUMCJICHHH.
[IpeumyiecTna
OO0J1aYHBIX BEIYHUCIIEH

OCHOBBI BUPTyaIU3aLIUH.
Bupryannsanus
BBIYMCIICHUM.
Bupryannsanus
XpaHEHUS.
Bupryanusanus cern.

O0630p pemeHus IS
OO0Ta4HBIX BEIYUCIICHUN
ot komnanuu Huawei.
0630p FusionSphere.
0630p FusionCub e.
0630p FusionAccess.
0630p FusionStorage.

BBenenue B anmaparnyro
yacTb. O030p cepBepoOB.
O0630p cucteM XpaHeHHs.
00630p KOMMYTaTOPOB.
00630p 00opynoBaHUS
CeTeBOM 0E€30MacHOCTH.
O0630p TOHKHX KJIMEHTOB.
BapuanTts! BHEqpEHUA
pemtenus s O6MauHbIX
BBIYMCJICHUH OT
kommanuu Huawei

Beenenue B
FusionCompute.
Crpykrypa
FusionCompute.
OcobenHoctu 1 QyHKIMH
FusionCompute




BBenenue B
FusionManager.
Crpyxkrypa Fusion
Manager. OcobeHHOCTH U
¢byukaun Fusion
Manager

Beenenue B
FusionAccess. CtpykTypa
7 7 Fusion Access. 2 0 0
OcobenHoctr U QYHKIH
FusionAcces

Coznanue obpaza.
VYnpasnenue

8 8 BUPTYaJIbHBIMU 2 0 0
MalIMHaMu. Y TIpaBjIeHUE
pecypcamu.

Daoann 14 A N

3.3 3aHATHS CEMUHAPCKOro TUMA

No O06beM B akaj.uacax
No 3 _ena B TOM 4HCIIE, B B TOM YHCIIE,
° | baa HanmeHoBaHue 3aHsTHI VHHOBAIIMOHHOU B
/T | TUCITUILI Bcero .
L dopme AIEKTPOHHOU
dopme
1 1 Mopenu 1 npumMeHeHne 1 0 0
OOnayHBIX BEIYUCICHUN
Bupryanuzauus
BBIYHCIICHHI.
2 2 Bupryanuzanus xpaneHusl. 2 0 0
Bupryanusanus cern.
0630p FusionSphere. O630p
FusionCub e. O630p
3 3 FusionAccess. O030p 2 0 0
FusionStorage.
BapuanTs! BHEepEeHMS
4 4 pemienus 1 O6mauHbIX ) 0 0
BBIYUCJICHUI OT KOMITAHUU
Huawei
5 5 Crpykrypa FusionCompute 2 0 0
6 6 Crpyxkrypa FusionManager 2 0 0
7 7 Crpyxtypa Fusion Access. 2 0 0
8 8 VYnpasneHue cepBucamu 3 0 0
Daonn 14 A A




3.4 JIabopaTopHbIE 3aHATHS

O0BeM B akaj.yacax

No

Ne | paszena } B TOM YHCJIE, B | B TOM uHCIe,
HaumenoBanue 3aHaTHil MHHOBALIMOHHOMN B

/I | JACIIAILT Beero 5

VHBI bopwme >JIEKTPOHHOMN

dbopme

Daoaann

5 ®oHI OWEHOYHBLIX CPEICTB /JA TPOBEAEHHS] NMPOMEKYTOUHOM
aTTeCcralnmuumu

OI.[GHO‘IHI)IG Cp€acCTBa HAXOAATCA B IIPUIIOKCHHUU K pa6quM
ImporpaMmam JUCHUILIINH.

6 IlepeyeHb OCHOBHOW W JONMOJHUTEJbHON Yy4eOHOW JIUTEPATYPHI,
HE00XO0IUMOM /1JI151 OCBOCHHS IMCIUILIUHBI (MOMYJIA)

6.1. OcHOBHas IMUTEparypa

ABTODBI, 3arnasue N3narenscTBo,
COCTaBHUTENHU roj
JI1.1 |Omudep B.I"., Komnerorepuslie cetu. [TpuHnumnsl, CII6.: uTep,
Omudep H.A. TEXHOJIOTUH, TTPOTOKOJIBI: YICOHHK IS 2011
BY30B.; pekoMeH0Bano MO PO
JI1.2 |ITuoBapoBa T. C. |O6nayHble TEXHOIOTUH JUIS Kupos: Crapas
JTUCTAaHIIMOHHOTO U MEIMao0pa3oBaHus Bsatka, 2013
6.2. JlomosiHUTENbHAS JIUTEpaTypa
ABTOpBHI, 3arnaBue N3nparenscTBo,
COCTaBUTEIN roJ

JI2.1 | JIuxtuuugep b. NHTeekTyanbHble CETH CBA3U: HAYYHOE MockBa: Jko-
4., Ky3zskun M. A3IaHuE Tpenns, 2002
A., PocisixoB A.

B., ®omuucs C.
M.

J12.2 | 3aneynukoB C. B., | OCHOBBI NOCTPOEHUSI BUPTYATbHBIX Mocksa: ['opsiuas
Toxacroii A. W, YaCTHBIX CeTe IuHUA-TenekoM,
Munocnasckas H. 2011
I.

JI2.3 | Typanosa JI.M., O0ayHbIe TEXHOJIOTUH B 00pa30BaHHH: KpacHosipck:
Epmonosuy E.B. | [yueb-MeTon. Marepuaibl K U3y4EHHUIO Coy, 2018

OUCHUIIUHEI 11 ...44.03.01.09
Wndopmaruka n nHGopMaoHHbIe
TEXHOJIOTHH B 00Pa30BaHUH |

7 Ilepeyenb pecypcoB MH(OPMANHOHHO-TEJIEKOMMYHUKANMOHHOMN
cetu «UHTEpHET», HEOOXOAMMBIX /IJI1 OCBOEHUS TMCIUILIMHBI (MOLYJIA)

D1 | JlocToMHCTBA MPUMEHEHHS TEXHOJIOTHH http://ypn.ru/351/vpn-technologies-
VPN benefits/
32 | Iudp DES http://kriptografea.narod.ru/DES.html




33

Kpunrocroiikocts DES

http://pgp.ua/articles/3-articles/67-
kriptostojkost-des.html

34 | Anroputm mmdposanus AES u ero http://www.computerra.ru/cio/old/it-
KPUIITOAHATH3 market/e-safety/320673/

25 | Onucanue cragmaprta mudposanus AES http://software.intel.com/ru-
ru/articles/aes-advanced-encryption-
standard

36 | Anroputm mudposanus TOCT 28147 — http://kaf401.rloc.ru/Criptfiles/gost2814

89 7/GOST28147.htm

37 |IIponykroBas nuHeiika Vipnet Custom http://infotecs.ru/products/line/custom.p
hp

28 | AIIKII KonTunent URL:
http://www.securitycode.ru/products/ap
ksh_kontinent/

39 | Jluneiika npoaykroB CSP VPN http://www.s-

terra.com/products/productline/

U3y4eHUE

8 Meroauyeckne ykazaHusi AJA O0y4alOLIUXCH 110 OCBOCHHUIO
AUCIUTIAHBI (MOIYJIs1)

CamocrodrenpHas
TEOPETUIECKOTO

pabora 1O
Marepuaia

JUCHUITIINHE npeayCcMarpuBacT
B COOTBCTCTBHH CO CIIMCKOM

JUTEPATypPhl, a TAKKE MOATOTOBKY K MPAKTUYECKUM 3aHSITHUSM.

9 IlepeyeHb MHGPOPMALMOHHBIX TEXHOJIOTHIl, MCMOJIb3yeMbIX NMPH
OCYIIECTBJIEHUH 00pPa30BATEJbLHOI0 MpoLecca Mo JUCHUILUIAHE (MOTYJII0)
(nmpu HEOOXOAMMOCTH)

9.1 IlepeueHb HEOOXOAUMOTO MPOTPAMMHOTO 0OECTICUCHHUSI

9.1.1

Cpena mogenupoBanust GNS3.

9.1.2

Cpena monenupoBanus VirtualBox.

9.13

Ananmmzarop maketoB WireShark.

9.14

Cisco VPN Client.

9.2 IlepedyeHb HEOOXOAUMBIX HH(MOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM

9.2.1

protocols.ru

922

ietf.org

923

itu.int

924

linkmeup.ru

10 MarepuajabHO-TEXHHYECKAA

0a3a, HeoOXoauMas IS

OCYIIECTBJIEHHSI 00PAa30BaTEJIbHOI0 MPOLECCA MO JUCHUILINHE (MOTYJIIO)

YyeOHast ayauropus C

10 paboummm MmecTamu,

ocHameHHeIMH  OBM  gug

BBIITOJTHCHHSA MPAKTUYCCKUX pa60T " MPOBEACHUSA JICKIHUOHHBIX 3aHATUH.

10
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